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Introduction

With the explosive growth of the Internet, entire marketplaces and important governmental 

activities, such as the delivery of mail and tax information, have moved online.  However, security has 

lagged behind this growth, at the expense of the safety of companies and of the average citizen.  In 

order to protect sensitive, proprietary, and private information, the computers and the Internet employ a

plethora of encryption technologies to prevent the eavesdropping and acquisition of data by hackers 

and thieves.  However, encryption may be a double-edged sword, preventing law enforcement from 

acquiring damning evidence and preventing agencies like the NSA from intercepting violent plans 

being made by terrorist groups.  This paper discusses the importance of encryption to both companies 

and citizens, its negative side-effects, and what next steps may exist.

Part 1:

A Perilous History

The concept of encryption – the act of concealing the content of a message – dates as far back 

as 3000 B.C., and has its roots set firmly in military history.1  Naturally, a military and its leaders would

work hard to ensure that strategic plans were not discovered by the enemy, so being able to hide plans 

from the enemy even if the messenger was captured was undoubtedly game-changing.  Early 

implementations of encryption (more accurately referred to as “classical cryptography”) often involved 

some form of letter shift or transposition, which, while decidedly simple, were often very effective 

because the method of decryption was not known to the enemy.2  However, encryption as it exists today

is a recent development, spurred on by the cryptographic principles established by the Dutch 

1 http://www.dsm.fordham.edu/~mathai/crypto.html
2 http://book.itep.ru/depository/crypto/Cryptography_history.pdf
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cryptologist Auguste Kerckhoff in the late 19th century.1  In particular, the most famous of these, 

referred to as Kerckhoff's Principle, states of a cryptosystem: “Il faut qu’il n’exige pas le secret, et qu’il

puisse sans inconvénient tomber entre les mains de l’ennemi”, or that “[the system] must not require 

secrecy and can be stolen by the enemy without causing trouble”.3 4 In shifting the design principle 

away from “security through obscurity” and toward key-based encryption, Kerckhoff brought the 

science of cryptography into the modern era.

Part 2:

Cryptography and the Individual

It is no secret that computers and the Internet play a fundamental role in the ways that 

information is exchanged and transactions are made in the 21st century.  A survey by the United States 

Census in 2013 determined that 83.8% of households owned some sort of computer, and 74.4% of 

households had some form of Internet access.5  Even without Internet access, it is commonplace for 

people to use computers to manage their finances and medical records, which are extremely sensitive 

pieces of information.  Those with Internet access are at even greater risk, as Internet users routinely 

use the Internet to hold private conversations with family members, doctors, lawyers and coworkers, 

and especially to make purchases, to do online banking, and to apply for jobs.  In fact, a survey from 

2014 of 10,000 American and British citizens determined that 84% of Internet users shop online, with 

their largest concern being identity theft.6  As a result of the heavy trust being placed on personal 

computers and Internet protocols, encryption of both data in storage and data in transit is vital.

1 http://www.dsm.fordham.edu/~mathai/crypto.html
3 http://petitcolas.net/kerckhoffs/crypto_militaire_1.pdf
4 http://petitcolas.net/kerckhoffs/index.html
5 http://www.census.gov/content/dam/Census/library/publications/2014/acs/acs-28.pdf
6 https://whodoyou.trust/globalassets/documents/trust-in-the-internet-survey-paper.pdf
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The general application of encryption to all data protects computer and Internet users from the 

unintentional release of Personally Identifiable Information (PII), whether as a result of electronic 

hacking, physical theft, or simple negligence.  However, universal encryption poses significant 

problems for law enforcement, and few cases highlight this fact better than the civilian encryption-

related case of “In Re Boucher”.  In the 2007 case, Canadian Sebastien Boucher was, after nearly 11 

months of prosecution, found guilty of the possession of child pornography.  What contributed to the 

length of the trial was the fact that Boucher's laptop was encrypted, and while a border station guard 

had managed to confirm the presence of child pornography on the laptop while it was powered on, once

the laptop was powered down, the drive was re-encrypted and the contents made inaccessible.  

Ultimately, the border guard's testimony proved critical to Boucher's prosecution, as the subject matter 

contained on the drive would have been otherwise inaccessible.7  A multitude of other similar cases 

exist, in which a suspected criminal possesses an encrypted drive with what is suspected to be illicit 

content – however, in the vast majority of these cases the drives have never been decrypted, despite 

months of effort, raising the question of whether encryption without backdoors is admissible when 

crime can be committed entirely electronically.

Perhaps the most infamous example of the controversial and widespread use of strong 

encryption by individuals is that of Tor, the extremely popular anonymization tool.  Tor has a 

particularly complicated relationship with the United States government in that it actually began as an 

American military project in 1995.8  The project was intended to protect the identity of American 

military spies abroad, while also allowing them to access domestic systems and services on the 

Internet.  However, the group working on the project realized that in order to reduce suspicion – 

specifically by hiding the spies' traffic destination, which would likely be American governmental 

7 https://www.eff.org/files/boucher.pdf
8 https://books.google.com/books?id=qM0uxPH8RasC&lpg=PP1&dq=The%20Armed%20Forces%3A%20Instrument

%20of%20Peace%2C%20Strength%2C%20Development%20and
%20Prosperity&pg=PA262#v=onepage&q=262&f=false
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services – the user base (those hosting Tor exit nodes) and the nature of the Tor traffic itself needed to 

be diversified.  As a result and toward these specific ends, the project was released to the public in 2004

and adopted by the Electronic Frontier Foundation.

Since Tor is effectively just a complex encryption tool, it can be used to facilitate both good and

evil.  Among Tor's most commonly-cited “good” uses is, in the Tor development team's own words, the

protection of the freedom and safety of journalists and whistleblowers;  although, since the revelations 

of NSA whistleblower Edward Snowden are still a highly polarizing discussion point, Tor's image – 

and indeed that of encryption in general – has been damaged.  Still, without a doubt the strongest 

argument against the admissibility of anonymization tools like Tor is the safe haven it creates for users 

of its often highly illegal “hidden services”.  In a study conducted at the University of Portsmouth, 

England, it was determined that around 83% of traffic going to Tor's hidden services was related to 

child pornography.9  If we are to call Tor a double-edged sword, then the highly illegal and morally 

reprehensible activities being performed on its hidden services alone comprise one entire blade.

Undoubtedly the most famous of these hidden services was the Silk Road black market where 

Tor users could purchase goods and services ranging from child pornography and hard drugs to 

professional hacking attacks, unregistered firearms and fake IDs.10  While the site's administrator Ross 

Ulbricht was eventually captured by the FBI, their investigation was significantly impeded by the 

privacy and anonymity guarantees granted by Tor, and it was only through several novice mistakes 

made by Ulbricht that the FBI were able to identify him and locate the Silk Road server.11  The primary 

argument against Tor in particular and encryption in general is that, had these tools not been available, 

the Silk Road might never have existed, or would have been discovered quickly.

And yet, without encryption and tools like Tor, personal privacy and the safety of information 

9 “Tor: Hidden Services and Deanonymisation”.  Dr Gareth Owen.  https://www.youtube.com/watch?v=-oTEoLB-ses
10 https://www.fbi.gov/newyork/press-releases/2013/manhattan-u.s.-attorney-announces-seizure-of-additional-28-million-

worth-of-bitcoins-belonging-to-ross-william-ulbricht-alleged-owner-and-operator-of-silk-road-website
11 http://arstechnica.com/tech-policy/2013/10/how-the-feds-took-down-the-dread-pirate-roberts/
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on the Internet would absolutely not be possible.  It is naïve to speculate about the efficacy of law 

enforcement on a completely unencrypted Internet, as it essentially represents a police state, where total

surveillance is a fact of life.  Furthermore, it ignores the very real and potentially more dangerous threat

of hackers on an unencrypted Internet.  Ironically, encryption is a prime example of something that, if 

outlawed, would only be available to outlaws, and yet the stance of the American people is decidedly 

divided over the issue of whether truly strong encryption is a good idea in practice.  This is almost 

certainly to do with the association of encryption with terrorism and crime, and possibly to do as well 

with misunderstandings about the nature of encryption and keys.  Still, the danger posed by individual 

hackers to individual victims cannot be understated:  cyber threats been present almost since the 

inception of the World Wide Web and they only grow in destructive potential – whether or not tech 

legislation keeps pace.

Part 3:

Cryptography and the Company

It is difficult to discuss the importance of encryption to the economy and to customers in 

general without discussing the companies who provide sensitive services and who process and store 

Personally Identifiable Information continually.  It goes without saying that for security-conscious 

groups such as banks and the IRS encryption is an absolute necessity.  Oftentimes, transactions with 

these entities involve highly sensitive information such as passwords, account and routing numbers, 

social security numbers and tax information.  Without encryption, an attacker intercepting or listening 

in to the traffic between the customer and company could acquire enough information to steal 

someone's identity.  Customers place significant trust in the companies to whom they provide personal 

information;  it is therefore crucial to the company's public image and trustworthiness that they enact 



Cotton 8

appropriate and customer-oriented security measures in a professional manner.

Additionally, a large portion of online activity is communication, whether it be between friends,

colleagues, business partners, or more sensitive contacts such as lawyers, doctors or psychiatrists.  

While some communication is mundane, plenty of it could be used to harm someone's image, 

embarrass them, stalk them, impersonate them, or just generally cause them emotional distress.  The 

average user has a reasonable expectation of privacy when speaking one-on-one to someone online, 

such as through a chat client or through email, and especially when that service seeks to provide users 

with guarantees of confidentiality and authenticity.  One such service, Lavabit, was the subject of 

severe government pressure when it was discovered that the NSA whistleblower Edward Snowden had 

used Lavabit to send and receive private, encrypted emails before his leak was publicized.  The FBI hit 

Lavabit with a gag order and search warrant with the intent of claiming the company's email encryption

keys.  Lavabit's owner Ladar Levison was forced to choose whether to destroy his company himself or 

to allow his company to fall to ruin by handing out the encryption keys, and chose the former on 

principle.12

Another infamous case of companies butting heads with the government over the national 

security/domestic surveillance issue is that of Google and Yahoo, according to an NSA presentation 

leaked by Edward Snowden. The leaked slides revealed the apparent fact that the NSA had gotten 

access to Yahoo and Google's servers and, as a result, to unencrypted internal traffic from their users in 

a program known as “MUSCULAR”.13  As the Washington Post quite rightfully reports, “[t]he 

infiltration is especially striking because the NSA, under a separate program known as PRISM, has 

front-door access to Google and Yahoo user accounts through a court-approved process.”  (ibid.)  One 

12 http://www.theguardian.com/commentisfree/2014/may/20/why-did-lavabit-shut-down-snowden-email
13 https://www.washingtonpost.com/world/national-security/nsa-infiltrates-links-to-yahoo-google-data-centers-worldwide-

snowden-documents-say/2013/10/30/e51d661e-4166-11e3-8b74-d89d714ca4dd_story.html
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might intuit that the NSA's seemingly-unnecessary intrusion arose from a lack of trust of the 

companies' disclosures, or perhaps out of dissatisfaction with the nature of the data to which the courts 

had given the NSA approval to access.

The leaked presentation drew particular ire from the security community for a single slide 

which identified Google's “Front End Servers” as being vulnerable;  the slide labeled – with a “gloating

smiley face” – “GFEs” as the endpoints for SSL to and from Google's internal network.  Presumably, 

this allowed the NSA to sniff unencrypted internal traffic and effectively bypass any SSL encryption 

which was being applied to the traffic.14   A further assessment of the leaked documents practically 

proved the intrusion into Google and Yahoo's internal networks with the identification of a slide which 

included a screenshot of a data packet matching traffic “only used on and between Google machines”.15

The slides proceed to describe the data as “internal server-to-server authentication” and the term 

“Gaia”, which is “Google’s proprietary authentication system”, can be seen in the captured data.  Aptly 

summarizing the tension between the large tech companies and the encroaching (and often illegal) 

state-sponsored surveillance by groups like the NSA and GCHQ, Google security team employee Mike 

Hearn rebuked:

We designed this system to keep criminals out. There's no ambiguity here. 

The warrant system with skeptical judges, paths for appeal, and rules of 

evidence was built from centuries of hard won experience. When it works,

it represents as good a balance as we've got between the need to restrain 

the state and the need to keep crime in check. Bypassing that system is 

illegal for a good reason.16

14 http://www.huffingtonpost.com/2013/11/06/google-nsa_n_4227596.html
15 https://www.washingtonpost.com/news/the-switch/wp/2013/11/04/how-we-know-the-nsa-had-access-to-internal-

google-and-yahoo-cloud-data/
16 https://plus.google.com/+MikeHearn/posts/LW1DXJ2BK8k
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Bypassing laws aside, perhaps the most widely-publicized case concerning not just domestic 

surveillance but also the concept of encryption itself is the 2016 iPhone unlocking suit between Apple 

and the FBI.  On December 2nd of 2015, a married couple living in San Bernadino Country in 

California opened fire on 34 civilians in an auditorium at the Inland Regional Center, of whom 14 were

killed.  Both shooters were later killed in a shootout with police.  After the FBI had acquired the iPhone

of the male shooter, it was determined that the device was locked – its contents encrypted – and that it 

was possible the data could be lost after multiple unsuccessful attempts to unlock the device.17  Out of 

fear of losing data related to terrorist networks or other potential attacks, on February 9th of 2016, the 

FBI approached Apple with a request to unlock the phone, which Apple refused.  In response, the FBI 

submitted a legal filing to the United States Attorney's Office in Los Angeles, “argu[ing] that it needed 

Apple to help it find the password and access 'relevant, critical … data' on the locked cellphone”.18  The

judge approved filing, ruling that Apple “had to provide 'reasonable technical assistance' to the 

government in recovering data from the iPhone”.  In this case, though, “technical assistance” would 

involve Apple developing and releasing a backdoored version of their iOS mobile operating system, 

which could then be unlocked with (most likely) a hard-coded key.  While the FBI argued Apple could 

destroy the operating system code afterward, Apple CEO Tim Cook countered that it would set “a 

dangerous precedent” for tech companies to expect to routinely undermine their own software.19  

Furthermore, Cook counters, Apple's reputation as a trustworthy company would be diminished, and 

more importantly, the vulnerable software would be equally vulnerable to exploitation by malicious 

third parties such as hackers, thereby compromising the safety and security of millions of other users.

The San Bernadino case adds to the increasingly heated debate surrounding encryption and its 

17 http://www.reuters.com/article/us-california-shooting-encryption-idUSKCN0VI22A
18 http://www.nbcnews.com/storyline/san-bernardino-shooting/judge-forces-apple-help-unlock-san-bernardino-shooter-

iphone-n519701
19 http://www.apple.com/customer-letter/
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place in society, particularly by focusing the conflict directly on the tradeoff between safety and 

security.  As Reuters points out, the arguments often posed by federal groups refer to the Internet of late

as “going dark”, where the increasing ubiquity of encryption stymies law enforcement, particularly 

when investigating “murder … drug trafficking and the proliferation of child pornography”.  In the 

iPhone case, though, the driving justification was national defense against terrorism, and that very fact 

drives a wedge in discussions of whether the investigation of attackers in the interest of national 

security justifies bypassing due process and American legal protections granted to citizens.  As Glenn 

Greenwald argues, the word “terrorism” itself is often manipulated to polarize arguments, disregard 

laws and justify wars.20  And the case is indeed polarizing and conflicted;  in a poll run by CBS and the 

New York Times, 50 percent of 1,000 participants said that Apple should unlock the iPhone in question,

while 45 percent felt Apple should not.  Furthermore, while two-thirds thought the iPhone may contain 

useful information, two-thirds found it “at least somewhat likely” that installing a backdoor in the 

iPhone would make other iPhones more vulnerable.21

As the issue of encryption becomes increasingly contentious, there is a strong movement by the 

government to entangle the argument against encryption with the issues of domestic terrorism in order 

to frame the debate in terms of national security, and perhaps even patriotism.  However, it can be 

argued that companies are likewise co-opting the moral aspects of the encryption debate simply to 

improve their own reputation and sales, as many of these same companies often cooperate with less-

invasive data requests made by law enforcement.  Nonetheless, as privacy and security are services 

which have always been provided, in some form, by American companies, there exists a line which 

these companies, whether for reasons philosophical or financial, are not willing to cross, and as the 

government bears down on companies for their data, that line is unfailingly revealed to be the 

widespread use of strong encryption.

20 http://www.salon.com/2010/02/19/terrorism_19/
21 http://www.cbsnews.com/news/cbs-news-poll-americans-split-on-unlocking-san-bernardino-shooters-iphone/
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Conclusion

The political issues surrounding encryption often pit the right to privacy of individuals and the 

responsibilities and public image of companies against the interests of law enforcement and national 

security.  However, this polarized view neglects to consider what is perhaps the most important, 

original motivation for encrypting computer data:  malicious users, hackers, and thieves.  While 

privacy rights and national security interests are often at odds, it is unacceptable – with the current 

structure and usage of the Internet – for the security and privacy of people and companies to be 

compromised, as attacks perpetuated by hackers are only becoming more sophisticated.  As the Internet

grows, the amount of critical services and information hosted online increases, and it is only 

appropriate that the protections afforded to those systems – phones, laptops, servers, cars, airplanes, 

satellites, power plants, and so on – increases with it.

In terms of the gray areas between security and privacy, there are still options available.  

Encryption is a flexible tool, and the concept of having only a single key to decrypt data is but one 

application of encryption.  Other key production systems exist, such as Shamir's “Secret Sharing” 

algorithm, which allows for the generation of multiple keys, where a specific threshold of keys are 

needed to form the “master key”, and where this threshold can be set arbitrarily.  As a result, systems 

could be put in place such that multiple authorities would need to formally agree to decrypt some data, 

and would be able to bypass other authorities in extreme circumstances.  For example, a key system 

could be put in place such that some master key for a particular iPhone is broken up into three partial 

keys, all three of which are needed to decrypt the device.  One could be given to Apple, the second to 

the FBI, and the third to the United States Supreme Court.  Thus, an iPhone could be unlocked at will, 

but only through the mutual cooperation of these three authorities, and not by any subset.  Furthermore,
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an attacker wishing to decrypt the contents of an iPhone would need to hack into all three of these 

authorities to steal the keys, a daunting task.

So what does the future look like for encryption?  It is hard to say for sure.  However, there are 

two undeniable truths about encryption:  firstly, regardless of its contention with governments, 

encryption is nevertheless an absolute necessity for governments to protect their secrets, employees and

citizens;  and secondly, the knowledge of “information-theoretically secure” encryption (in the form of 

one-time pads) and “perfect forward secrecy” (in the form of ephemeral keys produced via Diffie-

Hellman or RSA) are already public knowledge.  What these two facts tell us clearly is that, insofar as 

the nature of encryption itself doesn't change, governments will always have to support the 

development of encryption, and that the law cannot always impede those who choose to use encryption 

to facilitate crime.  Ultimately, I believe law enforcement, individuals and companies will have to agree

to compromises on the issue of encryption.  Neither universal encryption nor total surveillance are 

perfect solutions to the problem;  the former enables crime, and the latter makes people vulnerable.  A 

reasonable solution – one that respects individuals' right to privacy, protects companies' data, and 

minimally impedes the government's ability to protect people and enforce laws – will require careful 

planning, discussion with security experts, and plenty of public debate.
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